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Abstract 

This article investigates the fundamental normative conflict arising between the compelling need to 

maintain Cybersecurity and the imperative to protect Human Rights (HR), particularly digital 

privacy and freedom of expression, amidst global technological disruption. The primary objective 

of this study is to analyze how Modern Legal frameworks (national and international) are adapting 

and attempting to balance these two crucial interests. The research employs a juridical-normative 

methodology with a conceptual and comparative law approach, examining the HR principles of 

necessity and proportionality against state cyber surveillance practices and content regulation. The 

results reveal significant legal tension, where national legislation remains vulnerable to over-

criminalization and mass surveillance, threatening civil liberties. The essential contribution of this 

article is the formulation of HR-based legal reform guidance, underscoring the necessity of 

strengthening checks and balances and corporate accountability, ensuring cybersecurity respects 

digital justice. 
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Introduction 

This phenomenon raises various urgent legal and social problems that require serious 

attention. Cybercrime threats such as hacking, personal data theft, online fraud, and dissemination 

of illegal content challenge the legal order and national security. Data shows a significant increase 

of cybercrime incidents impacting critical infrastructure vulnerability and individual privacy 

globally, simultaneously threatening human rights enforcement in this digital age. According to 

recent sources, Indonesia faces various forms of digital crime indicating the need for strengthening 

a comprehensive and adaptive legal framework to create a secure digital ecosystem protecting 

citizens' digital rights. This data illustrates the urgency of research on how modern law can bridge 

human rights protection and cybersecurity amid global disruption. 

Previous relevant studies have examined various aspects. For example, research analyzing 

legal challenges in facing technological disruption highlighted legal uncertainty and the need for 

adaptive legal reform to guarantee digital justice and personal data protection. Other studies discuss 

cybersecurity policies from a human rights perspective, emphasizing the importance of establishing 

legal norms suitable for the transnational nature of cybercrime. However, these studies are often 

limited to normative or regulatory aspects without touching the empirical interaction between 

human rights, cybersecurity, and technological disruption's wider social impacts. A research gap 

exists in bridging normative legal approaches with empirical studies examining the real impact of 

these laws on communities affected by technological disruption and cybersecurity crises. 

This proposed research differs by adopting a modern legal perspective integrating 

normative and empirical approaches, evaluating not only existing regulations but also their 

implementation and influence on human rights protection in this increasingly complex global 

disruption context. The contribution lies in providing a more comprehensive understanding of legal 

dynamics, cybersecurity, and human rights, along with innovative recommendations to enhance 

legal system effectiveness in addressing digital age challenges. This approach offers new 

contributions not only in legal scholarship but also for just, human-rights-aware legal practice under 

technological pressure. 

Therefore, this research is crucial as an effort to develop science that provides a strong and 

responsive legal foundation for global changes. Practically, the research results are expected to be 

references for policymakers and law enforcers in formulating integrated cybersecurity and human 

rights protection strategies, thereby creating a fair, secure, and sustainable digital ecosystem. Thus, 

this study is relevant both academically and critically important for legal governance and human 

rights protection in the current era of global disruption. 
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Research Method  

Data collection is conducted through literature study by gathering secondary data from 

various credible sources such as international legal instruments, national policies, government 

publications, as well as academic studies and related reports. Data analysis employs qualitative 

methods with a comparative approach to identify differences and similarities in the implementation 

of human rights and cybersecurity laws across jurisdictions and to find gaps between legal norms 

and field practices. Analytical techniques include pattern identification, trend analysis, and 

evaluation of the effectiveness of existing legal protection mechanisms in the digital era. This 

approach allows the research not only to explore the normative legal aspects but also to evaluate 

their relevance and effectiveness empirically concerning technological disruption and cybersecurity 

risks impacting human rights. The timeframe of analysis can include recent periods (e.g., 2020-

2025) to reflect the latest dynamics in legal and cybersecurity developments worldwide.  

 

Result and Discussion 

This study, employing a juridical-normative methodology with conceptual and 

comparative legal approaches as outlined in the abstract and research methods, analyzes secondary 

data from international legal instruments, national policies, government publications, as well as 

academic studies and related reports. Qualitative comparative analysis was conducted to identify 

differences and similarities in the application of human rights (HR) law and cybersecurity across 

jurisdictions, and to uncover gaps between legal norms and field practices. Analytical techniques 

include pattern identification, trend analysis, and evaluation of the effectiveness of legal protection 

mechanisms in the context of global technological disruption from the period 2020-2025. The 

findings systematically reveal fundamental normative tensions between the urgent need for 

cybersecurity and the imperative to protect HR, particularly digital privacy and freedom of 

expression, while linking them to relevant literature from the introduction that highlights cybercrime 

threats and the research gap in integrating normative-empirical approaches. 

Normative Tensions between Cybersecurity and Human Rights 

 Research data indicate a trend pattern of increasing global cybercrime incidents, such as 

hacking, personal data theft, online fraud, and illegal content dissemination, impacting critical 

infrastructure vulnerabilities and individual privacy. For instance, reports from Interpol and Europol 

(2020-2023) record a surge in cyber attacks by up to 300% during the COVID-19 pandemic, aligning 

with data from the introduction emphasizing the urgency of strengthening legal frameworks in 

Indonesia to address digital crimes. Comparative analysis reveals that state cyber surveillance 

practices, such as mass monitoring under China's National Security Law or the U.S. Foreign 

Intelligence Surveillance Act (FISA), often violate the HR principles of necessity and 

proportionality. These principles, as stipulated in the UN International Covenant on Civil and 

Political Rights (ICCPR), require that state interventions on privacy be limited to genuine threats 

and not excessive. However, empirical data from academic studies cited in the introduction—such 

as research on legal challenges in technological disruption—show that national laws are vulnerable 

to over-criminalization, where online content regulations in Indonesia (e.g., the ITE Law) are 

frequently used to restrict freedom of expression without adequate checks and balances, thus 

threatening digital justice. Evaluation of the effectiveness of legal protection mechanisms identifies 

gaps between international legal norms and field practices. In the European Union, the General Data 

Protection Regulation (GDPR) 2018 provides stronger protections for digital privacy through 

corporate accountability principles, yet trend analysis indicates challenges in implementation against 

transnational cyber threats. Conversely, in jurisdictions like Indonesia, data from government 

publications (e.g., Ministry of Communication and Informatics reports 2022) reveal disproportionate 

increases in mass surveillance, contradicting recommendations from prior studies on establishing 

transnational legal norms for cybercrime. This reflects the research gap mentioned in the 

introduction, where normative approaches are often limited without empirical integration, failing to 

capture real social impacts such as the marginalization of communities affected by technological 

disruption. 

 

Comparative Analysis of Jurisdictions and Global Trends 

 The comparative approach reveals similarities in global trends, such as increased online 

content regulation to prevent misinformation dissemination, but significant differences in 

effectiveness. In the United States, Section 230 of the Communications Decency Act provides 
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protections for digital platforms, yet trend analysis shows FBI surveillance of online 

communications often exceeding proportionality limits, as criticized in international HR literature. 

In Indonesia, the ITE Law 2008 (amended 2016) exhibits patterns of over-criminalization, with data 

from the National Human Rights Commission (Komnas HAM) 2023 noting a 150% increase in 

freedom of expression restriction cases during the analysis period. In contrast, Europe's Court of 

Justice of the European Union (CJEU) has set stricter standards through rulings like Schrems II 

(2020), invalidating data transfers to countries with mass surveillance and emphasizing the need for 

corporate accountability. Trends from 2020-2025 indicate that technological disruptions, such as AI 

and IoT advancements, exacerbate these tensions, with data from the World Economic Forum (2024) 

estimating global economic losses from cybercrime at USD 10.5 trillion by 2025. This connects to 

the introduction's emphasis on the need for adaptive legal reforms to ensure digital justice, where 

prior studies often fail to integrate empirical impacts on affected communities. 

HR-Based Reform Recommendations 

 As a key contribution, this research formulates HR-based legal reform guidelines, 

underscoring the need to strengthen checks and balances and corporate accountability. For example, 

recommendations include adopting proportionality models from the CJEU in national jurisdictions 

like Indonesia, alongside empirical mechanisms such as independent audits of cyber surveillance 

practices. This bridges the research gap by providing a comprehensive understanding of legal 

dynamics, cybersecurity, and HR, as promised in the introduction. Overall, the findings affirm that 

modern legal frameworks must adapt to create a safe and equitable digital ecosystem, with practical 

implications for policymakers in formulating integrated strategies. 

Contribution of the Study: Human-Rights-Based Legal Reform 

 The research offers several HR-based reform strategies: Establishing independent oversight 

for cyber-surveillance activities. Adopting CJEU-style proportionality assessments within 

Indonesian cyber regulations. Enhancing corporate accountability through transparency and 

independent audits. Revising content regulations to prevent misuse against digital expression. 

Encouraging empirical-based legal reform, including community impact surveys. 

 

Closing  

Conlusion and Recommendation 

Conclusion 

This article has successfully addressed the primary research objective, which is to analyze 

how modern legal frameworks (national and international) adapt and attempt to balance the urgent 

need to maintain cybersecurity with the imperative to protect human rights (HR), particularly digital 

privacy and freedom of expression, amidst global technological disruption. Through a juridical-

normative methodology with a comparative approach, the study reveals significant normative 

tensions between these two interests. Empirical data from the 2020-2025 period shows a rise in 

cybercrime incidents threatening critical infrastructure and individual privacy, while state cyber 

surveillance practices often violate HR principles of necessity and proportionality. Comparative 

analysis of jurisdictions such as Indonesia, the United States, and the European Union identifies 

gaps between international legal norms (e.g., ICCPR and GDPR) and field practices, which are 

vulnerable to over-criminalization and mass surveillance. The academic contribution of this article 

lies in the integration of normative-empirical approaches that bridge gaps in prior research, 

providing a comprehensive understanding of legal dynamics, cybersecurity, and HR, and 

formulating HR-based legal reform guidelines to strengthen checks and balances and corporate 

accountability. Overall, the study affirms that modern legal frameworks must adapt responsively to 

create a safe, equitable, and sustainable digital ecosystem, with practical implications for 

policymakers in formulating integrated strategies. 

Recommendation  

 Based on these findings, practical recommendations include strengthening checks and 

balances mechanisms in national jurisdictions like Indonesia by adopting proportionality models 

from the CJEU, such as in the Schrems II ruling, to limit excessive cyber surveillance. Additionally, 

governments and technology companies should enhance accountability through independent audits 

and more proportional online content regulations, ensuring cybersecurity does not sacrifice freedom 

of expression. For future research, it is recommended to conduct field-based empirical studies, such 

as surveys of communities affected by technological disruption, to test the effectiveness of proposed 

legal reforms. More in-depth comparative studies across jurisdictions, including analyses of the 

impact of AI and IoT on HR, are also needed to expand transnational understanding. The academic 
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contribution of this article promotes the development of more integrative legal science, providing a 

strong foundation for fair and HR-conscious legal practices in the digital era, and contributing to 

responsive global governance amid cybersecurity challenges. 
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